IPKKi

SOLUTIONS

SIPNOC 2019
December 4, 2019




IPKKi

SOLUTIONS

© 2019 PKI Solutions Inc.



IPKi

PKI Is at the Core of SHAKeN/STIR SOLUTIONS

« Public key infrastructure (PKI) is the backbone of SHAKeN/STIR

« PKI used to identify and verify each phone call

« SHAKeN/STIR uses digital certificates, based on common PKI cryptography techniques

« Ensures the calling number of a telephone call is secure

« Uses digital signatures at every single call, which are verified and authenticated

« SHAKeN/STIR shifts the identity details from the call originator to the telephone company

« Each telephone service provider obtains its digital certificate from a certificate authority that is
trusted by other telephone service providers

« The certificate technology enables the called party to verify that the calling number is
accurate and has not been illegitimately spoofed
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Global SHAKEN/STIR Framework
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Overview to Commission a STI-CA SOLUTIONS

 Architecture/Design
 Certificate Practice Statement
* Draft
« Submission to STI-PA
Security Controls, Auditing, Personnel
Documentation and Workflow
Deployment
Piloting
STI-PA Auditing?
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PKI Challenges SOLUTIONS

* Indirect CRL Customization requirements (APl Notification, etc...)

« ACME & SPC Token Support
* Time consuming to create Certificate Practice Statement

« Shouldn’t be aspirational — must be verified/auditable
 Financial viability for STI-CAs operating commercially vs internally
« Security must be cradle-to-grave.
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Questions? Let's Connect! SOLUTIONS

-

mark@pkisolutions.com
@ThePKIGuy
@PKISolutions
www.pkisolutions.com
linkedin.com/in/thepkiguy

linkedin.com/company/pki-solutions
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